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(57)Abstract: 

PROBLEM TO BE SOLVED: To make the eavesdropping of secret 
information difficult and to eliminate the danger of being deciphered any 
information is eavesdropped. 

SOLUTION: After digitizing the secret information to be sent and 
converting it to a bit string, the bit string is ciphered by a cipher key 5 
by a ciphering device 1 and then, divided into two data in a division 
device 6. The two data are separately sent to a communication path (A) 
3 and the communication path (B) 4. The two communication paths can 
be cable communication paths, the combination of cable and radio 
communication paths, the different channels of the radio communication 
path or the same channel of different time. After synthesizing the two 
ciphered data by using the cipher key in a synthesizer 7 on a reception 
side, they are restored to one plain sentence in a deciphering device 2. 
Ciphering and division (synthesis and deciphering) can be integrated. By 
a similar method, the data can be divided into two and stored in two 
storage devices or the different areas of the same storage device. Three 
or more communication paths or storage devices can be used as well. By 
dividing the data by the cipher key and transmitting them, even when a 
part is eavesdropped, the danger of being deciphered is eliminated 
unless all is eavesdropped. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



[Claim(s)] 

[Claim 1] The secure communication device characterized by providing the division means which divides 
information into two or more meaningless data if independent, and a transmitting means to send each data 
separately by two or more channels. 

[Claim 2] The secure communication device according to claim 1 characterized by establishing an encryption 
means to divide data into said division means at plurality according to an encryption key. 

[Claim 3] Said encryption means is a secure communication device according to claim 2 characterized by having 
a means to digitize transmit data and to change into a bit string, and a means to divide said bit string into two or 
more bit strings according to said encryption key. 

[Claim 4] The secure communication device according to claim 2 characterized by establishing a receiving means 
to receive two or more encryption data separately from two or more channels, and a decode means to decode 
two or more received encryption data to one plaintext with a decode key. 

[Claim 5] Secure storage characterized by providing the division means which divides information into two or 
more meaningless data if independent, and a write-in means to store each data in the storage region where the 
plurality of two or more storage or one storage differs. 

[Claim 6] Secure storage according to claim 5 characterized by establishing an encryption means to divide data 
into said division means at plurality according to an encryption key. 

[Claim 7] Said encryption means is secure storage according to claim 6 characterized by having a means to 
digitize a write data and to change into a bit string, and a means to divide said bit string into two or more bit 
strings according to said encryption key. 

[Claim 8] The secure store according to claim 6 separately characterized by establishing the read-out means 
which reads two or more encryption data, and a decode means to decode two or more read encryption data to 
one plaintext with a decode key from the storage region where the plurality of said two or more stores or one 
store differs. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the secure communication device and store which divided 
secret information into plurality and raised security especially about a secure communication device and a store. 



[Description of the Prior Art] Conventionally, the means of communications or the storage means which raised 
security is used for electronic commerce and the exchange of secret information. Data are enciphered by the 
cryptographic key and it transmits through the channel of a cable or wireless, and the received encryption data 
are decoded using a decode key, and the plaintext of a basis is obtained. Or the enciphered data were written in 
the store, the store was carried, the data read from the store were decoded with the decode key, and the 
plaintext of a basis has been obtained. It is transmitted through one channel, and a cipher is stored in one 
storage, and is kept and carried. 

[0003] Drawing 5 is the block diagram of conventional secret communication equipment. In drawing 5 , encryption 
equipment 1 is equipment which enciphers restricted data with an encryption key. A channel 10 is a channel of 
wireless or a cable. Decryption equipment 3 is equipment which decodes a cipher with a decode key and is 
returned to a plaintext Even if a cipher is intercepted in a channel 10, if there is no decode key, it will be difficult 
to decode a cipher and a communicative secret will be secured. 
[0004] 

[Problem(s) to be Solved by the Invention] However, the enciphered data have risk of decoding with a certain 
means. Since it has gathered except [ all ] the decode key when a communication link is monitored or storage 
suits a theft, it is the problem of time amount that a part is also decoded. Moreover, when a decode key is 
stolen, there is a problem that all secret information will leak. 

[0005] This invention solves the above-mentioned conventional problem, and it aims at making it not abused, 
unless all of the data divided even if it was in tapping and a theft encounter tapping and a theft while it makes 
informational tapping and a theft difficult by dividing secret information into plurality. 



[Means for Solving the Problem] In order to solve the above-mentioned technical problem, in this invention, it 
considered as the configuration possessing the division means which divides a secure communication device into 
two or more data which are meaningless if independent for information, and a transmitting means to send each 
data separately by two or more channels. When sending by channel which is different although two or more 
channels in this case are the same wireless besides in the case of a physically different channel, the case where 
it sends to time amount which is physically different also by the same channel is included. Thus, while being able 
to make difficult tapping of the information into which the channel was divided by having constituted, a secret is 
kept unless all that were divided even if intercepted are intercepted. 

[0007] Moreover, an encryption means to divide data into a division means at plurality according to an encryption 
key was established. Thus, by having constituted, even if all are intercepted, as long as there is no cryptographic 
key, data cannot be reconfigurated. 

[0008] Moreover, the encryption means was considered as the configuration which has a means to digitize 
transmit data and to change into a bit string, and a means to divide a bit string into two or more bit strings 
according to an encryption key. Thus, while being able to make informational tapping difficult by having 
constituted, even if intercepted, as long as there is no encryption key, the data divided into plurality cannot be 
reconfigurated. 

[0009] Moreover, a receiving means to receive two or more encryption data separately from two or more 
channels, and a decode means to decode two or more received encryption data to one plaintext with a decode 
key were established. Thus, by having constituted, two or more divided encryption data can be easily 
reconfigurated with a decode key. 

[0010] Moreover, it considered as the configuration possessing the division means which divides a secure store 
into two or more data which are meaningless if independent for information, and a write-in means to store each 
data in the storage region where the plurality of two or more stores or one store differs. Thus, while dividing 
storage and being able to make informational surreptitious use difficult by having constituted, insurance is 
securable unless all are stolen, even if some divided storage is in a theft. 
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[0011] Moreover, an encryption means to divide data into a division means at plurality according to an encryption 
key was established. Thus, by having constituted, as long as there is no encryption key, the data divided into 
plurality cannot be reconfigurated. 

[0012] Moreover, the encryption means was considered as the configuration which has a means to digitize a 
write data and to change into a bit string, and a means to divide a bit string into two or more bit strings 
according to an encryption key. Thus, by having constituted, as long as there is no encryption key, the data 
divided into plurality cannot be reconfigurated. 

[0013] Moreover, the read-out means which reads two or more encryption data, and a decode means to decode 
two or more read encryption data to one plaintext with a decode key were separately established from the 
storage region where the plurality of two or more stores or one store differs. Thus, by having constituted, it can 
reconfigurate easily with a decode key, keeping the secret of two or more divided encryption data. 
[0014] 

[Embodiment of the Invention] Invention of this invention according to claim 1 is a secure communication device 
possessing the division means which divides information into two or more meaningless data if independent, and a 
transmitting means to send each data separately by two or more channels, and has an operation of dividing a 
channel and making tapping difficult. 

[0015] In a secure communication device according to claim 1, invention of this invention according to claim 2 
establishes an encryption means to divide data into said division means at plurality according to an encryption 
key, and has an operation of an encryption key dividing data into plurality and making reconstruction difficult 
[0016] In a secure communication device according to claim 2, invention of this invention according to claim 3 
has a means for said encryption means to digitize transmit data and to change into a bit string, and a means to 
divide said bit string into two or more bit strings according to said encryption key, and has an operation of an 
encryption key dividing data into plurality in digital one, and making reconstruction difficult. 
[0017] Invention of this invention according to claim 4 has an operation of establishing a receiving means to 
receive two or more encryption data separately from two or more channels, and a decode means to decode two 
or more received encryption data to one plaintext with a decode key, and reconfigurating two or more divided 
encryption data with a decode key, in a secure communication device according to claim 2. 

[0018] Invention of this invention according to claim 5 is the secure storage possessing the division means which 
divides information into two or more meaningless data if independent and a write-in means to store each data in 
the storage region where the plurality of two or more storage or one storage differs, and has an operation of 
making decode of the data of the divided storage difficult. 

[0019] In a secure store according to claim 5, invention of this invention according to claim 6 establishes an 
encryption means to divide data into said division means at plurality according to an encryption key, and has an 
operation of an encryption key dividing data into plurality and making reconstruction difficult. 
[0020] In a secure store according to claim 6, invention of this invention according to claim 7 has a means for 
said encryption means to digitize a write data and to change into a bit string, and a means to divide said bit 
string into two or more bit strings according to said encryption key, and has an operation of an encryption key 
dividing data into plurality in digital one, and making reconstruction difficult 

[0021] Invention of this invention according to claim 8 has an operation of establishing the read-out means 
which reads two or more encryption data, and a decode means to decode two or more read encryption data to 
one plaintext with a decode key, separately, and reconfigurating two or more divided encryption data with a 
decode key from the storage region where the plurality of said two or more storage or one storage differs, in 
secure storage according to claim 6. 

[0022] Hereafter, the gestalt of operation of this invention is explained to a detail, referring to drawing 1 - 
drawing 4 . 

[0023] (Gestalt of the 1st operation) After the gestalt of operation of the 1st of this invention digitizes 
confidential information to send and changes it into a bit string, it is a secure communication device which 
enciphers, divides one cipher into two data, compounds and decrypts two ciphers which received each through 
delivery and a separate channel separately by two channels to one cipher, and is restored to one plaintext 
[0024] Drawing 1 is the system configuration Fig. of the secure communication device of the gestalt of operation 
of the 1st of this invention. In drawing 1 , encryption equipment 1 is equipment which enciphers a plaintext by 
the cryptographic key 5. Division equipment 6 is equipment which divides one cipher into two by the 
cryptographic key 5. A synthesizer unit 7 is equipment which compounds the reception encryption sentence 
divided into two to one cipher by the cryptographic key 5. Decryption equipment 2 is equipment which returns 
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the cipher compounded by one to a plaintext by the cryptographic key 5. A cryptographic key 5 is an encryption 
decryption common key. A channel (A) 3 is the 1st channel. A channel (B) 4 is the 2nd channel. 
[0025] Actuation of the secure communication device of the gestalt of operation of the 1st of this invention 
constituted as mentioned above is explained using drawing 1 . With the equipment which is not illustrated, 
information to send is digitized and it changes into bit-string data. The changed bit-string data is enciphered 
with encryption equipment 1 using a cryptographic key 5. So far, it is the same as conventional equipment, and 
existing equipment can be used. 

[0026] With division equipment 2, when dividing information into plurality, the technique of encryption is applied. 1 
bit (a cryptographic key 5 is repeated and used) of bit strings of a cryptographic key 5 is made to correspond at 
a time to the enciphered bit string, when the bit of a cryptographic key is "0", it outputs to a channel (A) 3 side, 
and when the bit of a cryptographic key is "1", it outputs to a channel (B) 4 side. After all, the cipher divided 
into two is acquired from one data. 

[0027] In a channel (A) 3, the bit of a cryptographic key transmits the division data corresponding to "0." In a 
channel (B) 4, the bit of a cryptographic key transmits the division data corresponding to "1." Thus, information 
is 4'vided into two or more data, and each is separately sent by two or more channels. When sending by channel 
which is different although two or more channels in this case are the same wireless besides in the case of a 
physically different channel, the case where it sends to time amount which is physically different also by the 
same channel is included. 

[0028] In a receiving side, actuation contrary to a transmitting side is performed, composition and a decryption of 
two received data are performed, and the original message is taken out. Encryption data are received from a 
channel (A) 3 and a channel (B) 4, and two encryption data are compounded using a cryptographic key 5 with a 
synthesizer unit 7. 1 bit of bit strings of a cryptographic key 5 is made to correspond at a time, to two 
encryption bit strings which received, when the bit of a cryptographic key is "0", it inputs from a channel (A) 3 
side, and when the bit of a cryptographic key 5 is "1", it inputs from a channel (B) 4 side. With decryption 
equipment 2, the compound bit string is decoded using a cryptographic key 5, and it restores to a plaintext. 
[0029] Thus, since encryption data are divided into two data and it transmits using the technique of encryption, 
even if it is going to intercept and decode one division data, only meaningless data are completely obtained but 
there is no risk of secret data being abused. 

[0030] In addition, although the example which divided division and composition by encryption and decryption 
was explained, cryptocommunication is possible, even if it omits encryption and a decryption and uses only 
division and composition. A cryptographic key is used for the reverse by encryption and decryption, and it is 
good for it also as mere mutual division, not using a cryptographic key by division and composition. Moreover, 
although the example of a common private key method was explained about the cryptographic key, it is also 
possible to use a common private key for division composition, and to use a public key system for an encryption 
decryption. 

[0031] Although the example using two channels was explained, it is clear that three or more channels may be 
used. When dividing into four, a distribution place is decided corresponding to 2 bits of a key. It is possible to 
divide into 2n by using n bits of a key similarly. What is necessary is to use n bits of a key, to see this as a 
binary number to divide into 2n-1 and the number between 2n, and just to ignore, when it is more than a number 
to divide this number. For example, when dividing into three, it is the case of n= 2, and the list of the bit of a key 
has four, 00, 01, 10, and 11. In a decimal number, the time of the bit list 11 of the key which are 0, 1, 2, and 3 and 
is three or more is disregarded, and a swing part injury of the three remaining is possible. In a receiving side, this 
can be performed conversely and can be compounded. A problem is not produced also when compounding by the 
receiving side, since it is a common key system. 

[0032] as mentioned above, with the gestalt of operation of the 1st of this invention After digitizing information 
to send a secure communication device and changing into a bit string, Since encryption processing of this was 
carried out and it was made the configuration which divides into two data after that, decodes after compounding 
to one two ciphers which received each through delivery and a separate channel separately by two channels, and 
restores one plaintext Informational tapping becomes difficult, and decryption is impossible even if it intercepts 
one of the two of division. 

[0033] (Gestalt of the 2nd operation) After the gestalt of operation of the 2nd of this invention digitizes 
confidential information to send and changes it into a bit string, it is a secure communication device which 
restores two ciphers which performed encryption processing and data division as one, and received each through 
delivery and a separate channel separately by two channels to one plaintext 
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[0034] Drawing 2 is the system configuration Fig. of the secure communication device of the gestalt of operation 
of the 2nd of this invention. In drawing 2 , encryption equipment 1 is equipment which divides the data of the 
plaintext which transmits into two while enciphering with an encryption key. Decryption equipment 2 is 
equipment which returns the reception encryption data divided into two to one plaintext. A channel (A) 3 is the 
1st channel. A channel (B) 4 is the 2nd channel. 

[0035] Actuation of the secure communication device of the gestalt of operation of the 1st of this invention 
constituted as mentioned above is explained using drawing 2 . With the equipment which is not illustrated, 
information to send is digitized and it changes into bit-string data. The changed bit-string data is divided into 
two at the same time it enciphers with encryption equipment 1 using a cryptographic key. 

[0036] As an example of the approach of performing by summarizing encryption and division, the example using a 
DES method famous as a block cipher is shown. Although DES is processed every 64 bits, by the way, it takes 
out at a time 32 bits of one side on either side which is the final output, and divides them into two (refer to 
drawing 3 ). This is made reverse and composition and decode are performed. 

[0037] One division encryption data are transmitted in a channel (A) 3. The division encryption data of another 
side are transmitted in a channel (B) 4. Thus, information is divided into two or more data, and each is separately 
sent by two or more channels. When sending by channel which is different although two or more channels in this 
case are the same wireless besides in the case of a physically different channel, the case where it sends to time 
amount which is physically different also by the same channel is included. 

[0038] In a receiving side, actuation contrary to a transmitting side is performed, composition and a decryption of 
two received data are performed, and the original message is taken out. a decryption — equipment — two — 
**** — a channel — ( — A — ) — three — a channel — ( — B — ) — four — from — encryption — data — 
receiving — having received — two — a ** — encryption — a bit string — a cryptographic key — using — 
compounding — at the same time — decoding — a plaintext — restoring . 

[0039] Thus, using the technique of encryption, encryption and division are performed as one and composition 
and a decryption are performed as one. Since one data is divided into encryption and coincidence and it 
transmits, even if it is going to intercept and decode one division data, only meaningless data are completely 
obtained but there is no risk of secret data being abused. Although the example using two channels was 
explained, it is clear that three or more channels may be used. 

[0040] as mentioned above, with the gestalt of operation of the 2nd of this invention After digitizing information 
to send a secure communication device and changing into a bit string, Since it was made the configuration which 
restores one plaintext from two ciphers which performed encryption processing and data division for this as one, 
and received each through delivery and a separate channel separately by two channels, informational tapping 
becomes difficult, and decryption is impossible even if it intercepts one of the two of division. 
[0041] (Gestalt of the 3rd operation) The gestalt of operation of the 3rd of this invention is secure storage which 
restores two ciphers which divided into two data, stored each in two storage separately, and were read from 
separate storage to one plaintext, carrying out encryption processing, after digitizing confidential information and 
changing into a bit string. 

[0042] Drawing 4 is the block diagram of the secure storage of the gestalt of operation of the 3rd of this 
invention. In drawing 4 , encryption equipment 1 is equipment which enciphers the data of the plaintext to 
memorize with an encryption key. Decryption equipment 2 is equipment which returns encryption data to a 
plaintext. Storage (A) 8 is the 1st storage. Storage (B) 9 is the 2nd storage. 

[0043] Actuation of the secure storage of the gestalt of operation of the 3rd of this invention constituted as 
mentioned above is explained using drawing 4 . In a store side, with the equipment which is not illustrated, the 
confidential information to memorize is digitized and it changes into bit-string data. The changed bit-string data 
is divided while enciphering with encryption equipment 1 using a cryptographic key. Although simple mutual 
division may be used when dividing information into two, encryption and division are performed as one like the 
gestalt of the 2nd operation using a cryptographic key. In this way, the cipher divided into two is acquired from 
one data. 

[0044] One division data are memorized in a store (A) 8. The division data of another side are memorized in a 
store (B) 9. Thus, information is divided into two data and each is separately stored in two storage. Physically 
different storage and a physically different storage are sufficient as two storage in this case, or the storage 
region where one storage differs from storage is sufficient as it. Although it is safer to use physically different 
storage and a physically different storage, if the storage region is secret even when using the field where one 
storage differed from storage, there will be no problem according to rank in safety. 
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[0045] In a read-out side, actuation contrary to a store side is performed, composition and decode of two read- 
out.data are performed, and the original message is taken out a store — ( — A — ) — eight — a store — ( — B 
— ) — nine — from — encryption — data — reading — decryption equipment 2 — a cryptographic key — using 
— two encryption data — composition — decoding — the plaintext of a basis — restoring . 

[0046] Thus, since encryption data are divided and memorized to two data, even if it is going to steal and decode 
the store which stored one division data, only meaningless data are completely obtained but there is no risk of 
secret data being decoded. Therefore, secret data can be carried or kept safely. 

[0047] In addition, it divides into three or more encryption data, and you may make it memorize to three or more 
storage like the case of a communication link. Moreover, encryption, division and composition, and decode may 
be separated like the gestalt of the 1st operation. 

[0048] as mentioned above, with the gestalt of operation of the 3rd of this invention Carrying out encryption 
processing of this, after digitizing the information which memorizes a secure store and changing into a bit string 
Since it considered as the configuration which restores two ciphers which divided into two data, stored each in 
two storage separately, and were read from separate storage to one plaintext While making the theft of the 
whoje information difficult, even if some storage is in a theft, unless all storage and decode keys are stolen, a 
secret does not leak. 
[0049] 

[Effect of the Invention] As mentioned above, since it considered as the configuration which possesses the 
division means which divides a secure communication device into two or more meaningless data for information if 
independent, and a transmitting means to send each data separately according to two or more channels, in this 
invention, while dividing a channel and being able to make informational tapping difficult, the effectiveness of not 
being abused unless all are intercepted, even if some divided data are intercepted is acquired. 
[0050] Moreover, since an encryption means to divide data into a division means at plurality according to an 
encryption key was established, as long as there is no encryption key, the effectiveness that the data divided 
into plurality cannot be reconfigurated is acquired. 

[0051] Moreover, since the encryption means was considered as the configuration which has a means to digitize 
transmit data and to change into a bit string, and a means to divide a bit string into two or more bit strings 
according to an encryption key, as long as there is no encryption key, the effectiveness that the data divided 
into plurality cannot be reconfigurated is acquired. 

[0052] Moreover, since a receiving means to receive two or more encryption data separately from two or more 
channels, and a decode means to decode two or more received encryption data to one plaintext with a decode 
key were established, the effectiveness that two or more divided encryption data can be easily reconfigurated 
with a decode key is acquired. 

[0053] Moreover, since it considered as the configuration possessing the division means which divides a secure 
store into two or more meaningless data for information if independent, and a write-in means store each data in 
the storage region where the plurality of two or more stores or one store differs, while divide a store and being 
able to make informational tapping difficult, the effectiveness are not abused unless all are stolen, even if some 
divided stores are in a theft is acquired. 

[0054] Moreover, since an encryption means to divide data into a division means at plurality according to an 
encryption key was established, as long as there is no encryption key, the effectiveness that the data divided 
into plurality cannot be reconfigurated is acquired. 

[0055] Moreover, since an encryption means has a means to digitize a write data and to change into a bit string, 
and a means to divide a bit string into two or more bit strings according to an encryption key, unless it has an 
encryption key, the effectiveness that the data divided into plurality cannot be reconfigurated is acquired. 
[0056] Moreover, since the read-out means which reads two or more encryption data, and a decode means to 
decode two or more read encryption data to one plaintext with a decode key were separately established from 
the storage region where the plurality of two or more stores or one store differs, the effectiveness that two or 
more divided encryption data can be easily reconfigurated with a decode key is acquired. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram of the secure communication device of the gestalt of operation of the 1st of this 
invention, 

[Drawing 2] The block diagram of the secure communication device of the gestalt of operation of the 2nd of this 
invention, 

[Drawing 3] The block diagram of the encryption equipment used with the secure communication device of the 
gestalt of operation of the 2nd of this invention, 

[Drawing 4] The block diagram of the secure storage of the gestalt of operation of the 3rd of this invention, 
[Drawing 5] It is the conventional cryptocommunication structure-of-a-system Fig. 
[Description of Notations] 

1 Encryption Equipment 

2 Decryption Equipment 

3 Channel (A) 

4 Channel (B) 

5 Cryptographic Key 

6 Division Equipment 

7 Synthesizer Unit 

8 Storage (A) 

9 Storage (B) 

10 Channel 
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